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WAR DEPARTMENT 



OFFICE OF THE CHIEF SIGNAL. OFFICER 
WASHINGTON 

DSOSmber 1, rJ24. 



Bsnor&ndua Fort Com&oder Kingman. 



1* The study to which you referred this nornlng was mads at the in- 
formal request of your predecessor. Commander Godwin, and Lieut, Loventhal, In 
oonaeotion with a rather conpl looted cipher raaohine, which was being considered 
for use in the Banal oervioe. 

2* This investigation extended over a period of about six months, 
but 1 did not, of course, devote all my available tin* to it - only sudh as 
oould be spared from my more immediate duties in the office* 

3* She study passed through several stages. First, a careful sur- 
vey mas made of the type of cryptogram produced by the apparatus. Sits Involv- 
ed re sear oh into the meohanioo-eleotrioal features of the machine, many of which 
were novel, and resulted in producing oryptograms of considerable oonplexity. 
Detailed investigation, however, oonvinoed me that claims for indeolpherabillty, 
even of a relative nature, put forth by those interested, were not warranted, if 
all the factors oonaeoted with the use of the machine in the military or naval 
serrioe were taken into consideration. 

4. The next step was, of oourse, to attempt to establish a body of 
prinoiplee and a method of procedure for dryptenalytlo reduction of the dispatch- 
es which would be produced under service conditions* In this Z was successful, 
and satisfied myself that such reduction was mot only possible but very practi- 
cable , 



5* There remained, however, the question of demonstrating the truth 
of the various hypotheses establl&od, A set of ten test messages was prepared, 
by the Cede and signal section, based upon the assumption that the enemy would 
knew all that there is to be known as regards the machine and its functions, but 
would not know the wiring of the oipher wheels. The indicator word for each mes- 
sage, in order to enable the reoipiant to sat his machine properly for decipher- 
ing, was shown in clear ms each message, as this would be the case in actual 
practice unless the eyotssi wore farther complicated by the use of a oods booh, 
or eons other subsidiary cipher system for disguising the indicators* 

6. The first of these dispatches was solved after approximately one 
week's Intensive study of the data based on all ten messages. This length of 
tlno, however, gives no reliable Index of the length of time that would be re- 
quired la aotual practice , beoause many other factors, such as personnsl, vol- 
ume of data, special information trm general intelligence, and so on, would all 
have a very definite and important influence on this question, as you are well 
aware. I wee all alone, as regards the analysis of the data, and had not the 
slightest idea ns to shat say message was about* Xt Is my opinion that with a 
large, well- trained staff, and sources of outside intelligence that are usually 
available, the process could be accomplished within a space of tins short enough 
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to make the analysis of messages of major Importance very valuable to an enemy. 

7, Regardless, however, of how long it took to solve that first mes- 
sage, the solution of the rest of them ms made very much simpler as a result of 
a most interesting series of analytic steps developed coincident with the solu- 
tion of the first message. Is fact, it was shown that the solution of but two 
or three lines of tent of one message was all that was neoessary. this would be 
difficult, perhaps, depending on how much text was available, but once done, the 
rest follows rather easily, 1 do not mean to say that only two or three lines 

o f cipher text are necessary, but that the ami* sin of tho data baaed on a con- 
siderable volume of text, when applied only to two or three lines of one message, 
will result In the solution of those lines, find from that, the rest Artiom in 
rapid order, 

8, It is necessary to say that the wiring of the plate In the rear 
of the machine vma known to me In this test, it having hctm assumed that this 
part of the eieotrloal arrangements would be the same for all machines* It seem- 
ed necessary, of course, to establish procedure for analysis when the latter Is 
unknown, Uhlle no actual messages were presented for solution, on acoount of the 
laolc of time and personnel, nevertheless n set of about 100 messages had been pre 
pared soma time previously, and the cipher dispatches were carefully examined in 
connection with their plain text, and diagrams of the wiring of the cipher wheels 
fhe data showed that given a sufficient number of message# (the traffic of BAA 
for one day during active operations would be more than sufficient} solution 
could be achieved within a practicable length of time, I would even go so far 
now as to venture the opinion that it might be done with thirty or so messages* 

9, Of course, with an understanding of the mechanics of the analysis, 
suggestions for the improvement of the apparatus, with a view to increasing the 
degree of seorooy, presented themselves, ffliese, and the method of solution were 
communicated to members of your section. 

10, I wish to take this opportunity to say that Hr, Bogle of your 
section rendered very valuable assistance in the way of compiling special tables, 
under my direction, X also wish to add that I was very glad to have had the op- 
portunity to conduct this investigation, for I had the good fortune to develop 
several new principles in analysis, the value of which will no doubt manifest it- 
self in my own work at some future time. 



W. P. Friedman, 
Cryptanalyst, Signal Corps. 



